
  
 

  
 

 

IN THE UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF GEORGIA 

ATLANTA DIVISION 
 

MICROSOFT CORPORATION, 

Plaintiff, 

v. 

 
 
 
 
 
Case No. 
 
 

DOES 1-10, 

Defendants. 

FILED UNDER SEAL 

DECLARATION OF JAKUB TOMANEK IN SUPPORT OF 
MICROSOFT’S MOTION FOR TEMPORARY RESTRAINING ORDER 

AND RELATED RELIEF 

I, Jakub Tomanek, declare as follows: 

1. I am a Malware Analyst at ESET Research Czech Republic s.r.o., a 

subdivision of ESET spol. s.r.o. ('ESET'). I make this declaration in support of 

Plaintiffs' Application For An Emergency Temporary Restraining Order And Order 

To Show Cause Re Preliminary Injunction. I make this declaration of my own 

personal knowledge, and, if called as a witness, I could and would testify 

competently to the truth of the matters set forth herein. 

2. ESET is an Internet security company that investigates malicious 

threat actors, including the present threat known as LummaStealer, and offers anti-

virus products. In my role at ESET, I investigate incidents related to online attacks, 
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security threats and botnets. In particular, over the past nine years I have been 

involved in identifying and mitigating online threats for millions of ESET product 

end users. 

3. My role at ESET, with my education, has provided me an in-depth 

insight into how malware authors deploy and utilize online threats for their 

monetary gain. In 2015, I received a Bachelor of Engineering degree in Computer 

Science from Czech Technical University in Prague. In 2017, I received a Master 

of Engineering degree in Computer Security from Czech Technical University in 

Prague, Czech Republic.  I am contributor to ESET's security blog: 

welivesecurity.com. A true and correct copy of the current version of my curricula 

vitae is attached to this declaration as Exhibit 1. 

4. During the investigation I was part of a team that reverse engineered 

the LummaStealer malware and monitored threat activity associated with the 

LummaStealer malware. From that work, I am familiar with the operation and 

structure of LummaStealer and conclude that the core functionalities of 

LummaStealer are stealing sensitive and valuable data from the victim machines. 

As of May 2025, this threat is primarily detected by ESET products as 

Win32/Spy.LummaStealer.A, Win32/Spy.LummaStealer.B, 

Win32/Spy.LummaStealer.C, and so forth through Win32/Spy.LummaStealer.AD. 
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5. During my investigation, I observed several indications that convince 

me that LummaStealer operates as malware-as-a-service (MaaS). These indications 

include advertisements on hacking forums where a LummaStealer reseller account 

offers the infostealer as a service with three tier options (Figure 1 in Exhibit 2), 

open documentation of the LummaStealer management panel for affiliates (Figure 

2 and Figure 3 in Exhibit 2), the existence of Telegram marketplace maintained by 

LummaStealer operators for their affiliates to sell stolen data  

(Figure 4 in Exhibit 2), a special affiliate identifier embedded in the LummaStealer 

infostealer binaries, and a substantial amount of existing cybersecurity research 

documenting LummaStealer infections. 

6. The LummaStealer operators develop the infostealer malware and 

maintain exfiltration network infrastructure. They advertise the malware service on 

hacking forums and Telegram channels. The LummaStealer affiliates pay a 

monthly fee to receive the latest LummaStealer malware builds from 

LummaStealer operators, the network infrastructure necessary for data exfiltration, 

and an account at management panel for stolen data withdrawal. The exfiltrated 

data is then exploited or traded by LummaStealer affiliates, leading to further and 

more severe cyber-attacks. 
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7. In the latest versions of LummaStealer malware, we distinguish three 

types of Command & Control (C&C) servers. Each LummaStealer sample contains 

a protected list of nine C&C URLs, along with two additional URLs. These 

additional URLs point to a Telegram channel and a Steam profile, and act as dead 

drop resolvers1. The Telegram URL is not included in all LummaStealer samples. 

When present, it serves as the primary source for the C&C server. The Steam 

profile URL, on the other hand, is used as a backup source for the C&C server. 

8. During the first phase of execution, LummaStealer selects an active 

C&C server. The selection order is as follows: at first, it uses the Telegram dead 

drop resolver; if unsuccessful, it then tries the hardcoded list of C&C servers; and 

if none of these responds, LummaStealer attempts to obtain a C&C server from the 

Steam profile dead drop resolver. 

9. During our investigation of LummaStealer, we found that all extracted 

C&C domains are consistently proxied through Cloudflare services, which are used 

to conceal LummaStealer's actual C&C infrastructure. The Cloudflare proxy 

services are also employed for dead drop resolved C&C servers. 

 
1 A dead drop resolver refers to a technique where adversaries utilize an existing, 
legitimate external web service to host information that directs to additional C&C 
infrastructure (https://attack.mitre.org/versions/v17/techniques/T1102/001/) 

https://attack.mitre.org/versions/v17/techniques/T1102/001/
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10. Our investigation revealed that LummaStealer malware exfiltrates a 

wide range of sensitive data from victim machines. The LummaStealer primary 

focus is on stealing data from browsers2, password managers, VPNs, FTP clients, 

cloud services, remote desktop applications, email clients, cryptocurrency wallets, 

and note-taking applications. Moreover, the LummaStealer malware have ability to 

exfiltrate any other data from victim machines based on custom configuration 

created by LummaStealer operators or affiliates. 

11. The LummaStealer malware also includes an additional payload 

delivery feature, leading to further compromise of the victim's machine and 

potential monetary harm. This feature is not always used by LummaStealer 

affiliates. In cases where the payload was not empty, our research has 

predominantly observed the delivery of malware classified as Coinminers, which 

exploit the victim's computer power to mine cryptocurrency, which scan the 

victim's clipboard for cryptocurrency wallet addresses to replace them with the 

attacker's addresses, tricking the victims into transferring cryptocurrency to the 

attackers. Other types of malwares have been observed with lower frequency. 

12. LummaStealer malware causes harm to victim end-users who are 

targeted by the LummaStealer operators and affiliates. The LummaStealer malware 

 
2 browser-saved credentials, session cookies, web history, autofill data 
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enables the Defendants to infect victim computers, steal sensitive data, and deploy 

additional malicious payloads. Consequently, the victims' machines, digital 

identities, and valuable assets are further exposed to subsequent cyber-attacks 

facilitated by the stolen data. 

13. ESET telemetry confirms that LummaStealer has been one of the most 

prevalent infostealers over the past two years, targeting regions globally without 

exception. 

 

I declare under penalty of perjury under the laws of the United States that

the foregoing is true and correct to the best of my knowledge, information, and

belief.  Executed this 12th day of May in Prague, Czech Republic.

 
     _______________________________________________ 

 
Jakub Tomanek    

 
 
 
 
 
 
 
 



  
 

  
 

 

 
 

 
 
 

EXHIBIT 1 
  



  
 
 

 

- 2 - 
 
 
 
 

JAKUB TOMANEK 

 

EXPERIENCE 
2016 – PRESENT 

MALWARE ANALYST, ESET 
For the past nine years, I have dedicated my career to working as a malware analyst, deeply 
involved in researching various malware families such as TrickBot, BumbleBee, Numando, 
Zumanek, RecordBreaker, and currently LummaStealer. My expertise extends beyond malware 
research to include Windows digital forensic analysis. Additionally, I have contributed to 
enhancing the security infrastructure by participating in the development of the detection rules 
of the ESET Endpoint Detection and Response (EDR) ruleset, ensuring the system remains robust 
against evolving threats. 

 

EDUCATION 
2015-2017 

ING. (MASTER OF ENGINEERING), CZECH TECHNICAL UNIVERSITY, PRAGUE 
Computer Security 

2012-2015 

BC. (BACHELOR OF ENGINEERING), CZECH TECHNICAL UNIVERSITY, PRAGUE 
Computer Science 
 

SKILLS 
Reverse Engineering: IDA, ollydbg, Scylla, dnspy, hiew, Wireshark, PEiD, Frida, Unicorn engine, 

Sysinternals Suite, Volatility, Burp Suite  
Threat Intelligence: YARA, VirusTotal, Shodan, Censys 
Programming skills: Python, C++, .NET 
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Figure 1: Screenshot of Defendant’s advertisement on hacking forum (12th of May 2025) 

 
  



  
 
 

 

- 3 - 
 
 
 
 

  

Figure 2: Screenshot of Defendant's offical documentation (12th of May 2025) 
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Figure 3: Screenshot of Defendant's offical documentation – english translated  
(12th of May 2025) 
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Figure 4: Screenshot of Defendant’s marketplace on Telegram (24th of April 2025) 
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